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ABSTRACT 
The increasing dependence of organisations on digital technologies has created significant opportunities for 
operational efficiency, connectivity, and business growth while simultaneously increasing exposure to complex 
cyber risks. This article examines how strategic risk management and digital preparedness can strengthen cyber 
resilience and support organisational continuity in increasingly interconnected business environments. The 
analysis focuses on four important dimensions comprising strategic cyber risk management and governance, 
digital preparedness and human cybersecurity capability, cyber resilience and business continuity, and cyber risk 
across digital ecosystems and supply chains. The article identifies several challenges that can weaken 
organisational cyber resilience, including limited integration of cyber risk into strategic decision making, 
inadequate employee and organisational preparedness, difficulties in maintaining critical operations during cyber 
incidents, and vulnerabilities arising from external digital dependencies. These challenges demonstrate that 
cybersecurity should not be treated solely as a technical responsibility because cyber incidents can generate 
operational, financial, reputational, and strategic consequences. The article proposes stronger cyber risk 
governance, continuous development of human and digital capabilities, closer integration between cybersecurity 
and business continuity, and improved coordination across digital supply chains. Overall, effective cyber 
resilience requires organisations to combine technological protection with strategic governance, organisational 
learning, preparedness, response capability, and adaptive capacity. This integrated approach can enable 
organisations to manage evolving cyber threats more effectively, protect critical business activities, and strengthen 
long term organisational resilience in increasingly digital business environments.  
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1. INTRODUCTION 
Digital technologies have become fundamental to modern business operations as organisations increasingly 
depend on interconnected information systems, cloud services, digital platforms, automated processes, and data 
driven decision making. While these technologies improve efficiency and connectivity, they also create greater 
exposure to cyber threats capable of disrupting operations, compromising sensitive information, and affecting 
organisational performance. Cybersecurity has therefore developed from a predominantly technical concern into 
an important strategic business issue. Anderson and Moore (2006) demonstrate that information security involves 
economic and organisational considerations that extend beyond technical protection. Gordon et al. (2003) 
similarly establish that information sharing can contribute to cybersecurity management by improving collective 
understanding of security threats. Cavusoglu et al. (2004) further demonstrate that security breaches can produce 
measurable market consequences, illustrating the potential business impact of cybersecurity failures. Acquisti et 
al. (2006) highlight the economic significance of privacy and information protection, while Gordon and Loeb 
(2002) demonstrate that organisations must make strategic decisions concerning the appropriate level of 
investment in information security. Together, these studies indicate that cyber threats should be considered within 
broader organisational risk management because cybersecurity incidents can influence financial resources, 
operational continuity, reputation, stakeholder confidence, and long term business performance. 
 
Cyber risk has become more complex as organisations expand their digital connections across customers, 
suppliers, employees, logistics providers, and other external partners. Increasing connectivity can create additional 
points of vulnerability because cybersecurity weaknesses may originate outside the organisation's immediate 
technological boundaries. Boyson (2014) identifies cybersecurity as an important supply chain risk and 
emphasises the need for organisations to address cyber vulnerabilities across interconnected business 
relationships. Abdullah et al. (2020) similarly argue that information security should be recognised as a 
management responsibility rather than being treated solely as a technical function. Their review demonstrates the 
importance of senior management involvement in establishing effective information security practices. Nurse et 
al. (2017) further highlight the importance of understanding insider threats because organisational cybersecurity 
can be affected by both technical vulnerabilities and human behaviour. Radanliev et al. (2020) extend this concern 
to Industry 4.0 and industrial Internet of Things environments, where interconnected technologies create 
increasingly complex cyber risk conditions across supply chains. Their analysis highlights the growing relevance 
of cyber risk analytics and predictive approaches within digitally connected business environments. Sobb et al. 
(2020) similarly identify emerging cybersecurity challenges associated with Supply Chain 4.0, demonstrating that 
increasing digital integration can improve operational capability while simultaneously creating new forms of 
cyber exposure. 
 
Strategic risk management provides an important foundation for addressing these challenges because cyber risk 
cannot be managed effectively through isolated security controls. Organisations need to understand how 
cybersecurity exposures interact with strategic objectives, business processes, financial resources, operational 
dependencies, and stakeholder expectations. Bromiley et al. (2015) argue that enterprise risk management should 
be integrated with organisational strategy and managerial decision making rather than operating primarily as a 
compliance mechanism. Abd Wahab and Yusof (2020) similarly emphasise that different categories of 
organisational risk require different management approaches, indicating that cyber risks should be evaluated 
according to their characteristics and potential business consequences. Florio and Leoni (2017) demonstrate that 
advanced enterprise risk management implementation is positively associated with organisational performance 
and market valuation, while Callahan and Soileau (2017) identify positive relationships between ERM process 
maturity and operating performance. Malik et al. (2020) further demonstrate that ERM effectiveness positively 
influences firm performance and that strong risk governance can complement this relationship. These perspectives 
suggest that cybersecurity should be incorporated into organisational risk governance, strategic planning, resource 
allocation, and managerial oversight. Strategic risk management can provide the organisational structure required 
to identify cyber exposures, determine their potential consequences, establish priorities, allocate resources, and 
coordinate responses across different organisational functions. 
 
Cyber resilience extends this perspective by recognising that organisations cannot completely prevent every 
cyberattack or eliminate all technological vulnerabilities. Effective cybersecurity therefore requires organisations 
to prepare for the possibility that preventive controls may fail. Linkov and Kott (2019) explain cyber resilience 
through the capacity of systems to prepare for, absorb, recover from, and adapt to adverse cyber events. This 
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perspective shifts attention from prevention alone towards maintaining critical functions and restoring 
organisational capability after disruption. Dupont (2019) similarly examines different approaches to cyber 
resilience and emphasises the importance of organisational capabilities for responding to cyber incidents. 
Organisational resilience research provides additional support for this broader perspective. Duchek (2020) 
conceptualises resilience through anticipation, coping, and adaptation, demonstrating that organisations require 
capabilities before, during, and after disruptive events. Hillmann and Guenther (2021) further position 
organisational resilience as a multidimensional capability involving preparation, response, adaptation, and 
learning. These perspectives are particularly relevant to cybersecurity because cyber incidents can develop rapidly 
and may affect multiple organisational activities simultaneously. Building cyber resilient organisations therefore 
requires more than installing security technologies. Organisations need appropriate governance, communication, 
decision processes, recovery capability, organisational learning, and strategic flexibility that allow essential 
activities to continue or recover when cyber incidents occur. 
 
Human behaviour represents another critical dimension of cyber resilience and digital preparedness. Even 
organisations with sophisticated security technologies may remain vulnerable when employees lack awareness, 
misunderstand security responsibilities, or fail to follow established security practices. Herath and Rao (2009) 
demonstrate that employee information security behaviour is influenced by organisational, social, and individual 
factors, indicating that cybersecurity compliance requires more than formal policies. Bulgurcu et al. (2010) 
similarly find that employee awareness and attitudes influence intentions to comply with information security 
policies. Yusof and Abd Wahab (2020) demonstrate that information security training and organisational 
communication can contribute to improved employee compliance, highlighting the importance of continuous 
security education. Siponen and Vance (2010) further explain how employees may neutralise or justify 
noncompliance with information security policies, showing that organisations need to understand behavioural 
factors that weaken cybersecurity practices. Ifinedo (2012) provides additional evidence that employee security 
behaviour is influenced by perceptions, attitudes, and organisational factors. These studies demonstrate that digital 
preparedness requires an organisation wide security culture in which employees understand cyber risks and their 
responsibilities for protecting information and systems. Cyber resilience should consequently combine 
technological protection with employee awareness, management commitment, clear security responsibilities, and 
continuous organisational learning. 
 
Digital preparedness also requires organisations to understand how cyber threats can spread through 
interconnected business networks. Cybersecurity vulnerabilities are increasingly associated with third parties, 
supply chains, digital services, and shared technological infrastructures, meaning that organisations cannot 
evaluate cyber risk only within their internal systems. Radanliev et al. (2020) demonstrate that Industry 4.0 supply 
chains create complex cyber risk environments in which interconnected technologies require improved analytics 
and decision support capabilities. Sobb et al. (2020) similarly identify multiple cybersecurity challenges 
associated with increasingly digital supply chains and highlight the need for stronger approaches to managing 
emerging vulnerabilities. Colicchia et al. (2021) examine cyber supply chain risk management within digital 
transformation and demonstrate that effective cyber resilience requires alignment among different supply chain 
actors rather than concentrating only on individual organisations. Ghadge et al. (2021) further demonstrate that 
information, material, and financial flows within supply chains can create entry points through which cyber risks 
affect interconnected operations. These findings indicate that digital preparedness should include understanding 
critical external dependencies, evaluating third party cyber exposure, strengthening information sharing, and 
considering how disruptions affecting business partners may influence organisational continuity. Cyber resilience 
therefore increasingly depends on the security and preparedness of the wider business ecosystem. 
 
Small and medium sized enterprises may face particular difficulties in developing cyber resilience because their 
technological dependence is not always matched by equivalent cybersecurity resources and expertise. 
Digitalisation provides SMEs with opportunities to improve productivity, customer access, communication, and 
business growth, but it can simultaneously expose them to cyber risks that management may underestimate. Heidt 
et al. (2019) demonstrate that information security management within SMEs is influenced by organisational 
characteristics and managerial perceptions, highlighting the importance of understanding cybersecurity within the 
specific context of smaller businesses. Benz and Chatterjee (2020) further identify significant cybersecurity risk 
management challenges among SMEs, including limited understanding of cyber threats from a management 
perspective. These limitations can weaken digital preparedness when organisations adopt technologies more 
rapidly than they develop corresponding security capabilities. Cybersecurity investment decisions also require 
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careful prioritisation because organisations operate with limited resources. Gordon and Loeb (2002) demonstrate 
that information security investment should be determined according to the characteristics and potential 
consequences of vulnerabilities rather than assuming that maximum expenditure always represents the most 
efficient approach. Strategic risk management is therefore particularly relevant because it can help organisations 
prioritise critical assets, evaluate potential business consequences, and allocate cybersecurity resources according 
to organisational exposure and strategic importance. 
 
Building cyber resilient organisations ultimately requires a shift from reactive cybersecurity towards strategic risk 
management and continuous digital preparedness. Organisations should not assume that cybersecurity success is 
demonstrated only by the absence of attacks because sophisticated threats may eventually overcome preventive 
controls. Instead, resilience requires organisations to understand critical assets, identify vulnerabilities, prepare 
employees, establish response capabilities, protect essential operations, and learn from cybersecurity incidents. 
Duchek (2020) emphasises that resilience develops through anticipation, coping, and adaptation, while Hillmann 
and Guenther (2021) demonstrate that organisational resilience involves interconnected capabilities rather than a 
single response mechanism. Radanliev et al. (2020) further show that emerging digital environments require 
increasingly sophisticated approaches to cyber risk analysis and management. The growing interdependence of 
digital supply chains reinforces this requirement because cybersecurity weaknesses can extend across 
organisational boundaries (Colicchia et al., 2021; Sobb et al., 2020). This article therefore examines how strategic 
risk management and digital preparedness can contribute to building cyber resilient organisations. Particular 
attention is given to cyber risk governance, human and technological preparedness, business continuity, external 
digital dependencies, and organisational adaptation as interconnected capabilities for protecting business 
operations and strengthening resilience in increasingly digital environments. 
 
2. LITERATURE REVIEW 
Cyber resilience increasingly requires organisations to combine strategic risk management with digital 
preparedness rather than relying primarily on technical security controls. Effective cyber resilience involves 
governance, risk assessment, human capability, technological readiness, incident response, and organisational 
learning. Existing research demonstrates that cybersecurity has developed into a strategic business concern 
requiring coordination across organisational functions and external relationships (Schinagl & Shahim, 2020; 
Annarelli et al., 2020). The literature is therefore examined through four areas comprising strategic cyber risk 
management, digital preparedness and human capability, cyber resilience and business continuity, and cyber risk 
across interconnected digital ecosystems. 
 
2.1 Strategic Cyber Risk Management and Governance 
Strategic cyber risk management requires organisations to understand cybersecurity as a business risk that can 
influence strategic objectives, financial resources, operations, reputation, and stakeholder relationships. Gordon 
and Loeb (2002) demonstrate that information security investment requires economic judgement because 
organisations must determine how much protection is appropriate relative to potential losses. Cavusoglu et al. 
(2004) further show that information security breaches can produce measurable economic consequences, 
illustrating why cybersecurity decisions should extend beyond technical departments. Anderson and Moore (2006) 
similarly position information security within broader economic and organisational considerations. As digital 
dependence has expanded, governance has consequently become increasingly important. Schinagl and Shahim 
(2020) demonstrate that information security governance has moved from a narrow technical concern towards a 
strategic issue with implications extending to senior management and board level responsibilities. Their analysis 
reinforces the importance of aligning cybersecurity with business governance and digital strategy. Cyber risk 
management should therefore identify critical information assets, evaluate the strategic consequences of cyber 
incidents, determine appropriate risk priorities, and establish clear management accountability. Such an approach 
enables cybersecurity decisions to become part of organisational strategy rather than remaining primarily the 
responsibility of information technology specialists. 
 
Strategic cyber risk management also benefits from integration with broader enterprise risk processes because 
cyber exposures frequently interact with operational, financial, legal, and reputational risks. Bromiley et al. (2015) 
argue that enterprise risk management should be closely connected with strategy and organisational decision 
making, while Yusof and Abd Wahab (2020) demonstrate that different forms of organisational risk require 
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different management approaches. Cybersecurity should therefore be evaluated according to the organisation's 
particular vulnerabilities, critical assets, strategic priorities, and operating environment. Malik et al. (2020) 
provide further evidence that effective enterprise risk management can positively influence firm performance, 
highlighting the potential value of stronger risk governance. More specifically, Goel et al. (2020) develop the 
PRISM framework around prioritisation, resources, implementation, standardisation, and monitoring to support 
strategic cybersecurity risk assessment and management decision making. Their framework demonstrates that 
organisations need structured mechanisms for connecting cybersecurity risks with investment and resource 
decisions. Cybersecurity risk management should consequently involve senior managers, technology specialists, 
risk professionals, and operational managers who can collectively evaluate business consequences. Strategic 
integration enables organisations to prioritise cyber risks more effectively, allocate resources according to 
exposure, and maintain stronger alignment between cybersecurity investments and organisational objectives. 
 
2.2 Digital Preparedness and Human Cybersecurity Capability 
Digital preparedness depends not only on technological infrastructure but also on employees who understand 
cybersecurity responsibilities and consistently apply appropriate security practices. Human behaviour remains 
particularly important because technical controls can be weakened when employees misunderstand policies, 
respond incorrectly to threats, or adopt insecure work practices. Herath and Rao (2009) demonstrate that employee 
security behaviour is influenced by organisational, social, and individual factors, suggesting that compliance 
cannot be achieved through written policies alone. Bulgurcu et al. (2010) similarly show that information security 
awareness and employee attitudes influence intentions to comply with organisational security policies. 
Puhakainen and Siponen (2010) further demonstrate the importance of security training and communication in 
developing employee compliance behaviour. More recent evidence also shows that behavioural conditions can 
influence cybersecurity performance. D'Arcy and Teh (2019) find that security related stress, frustration, fatigue, 
and neutralisation can affect information security policy compliance. These findings demonstrate that digital 
preparedness requires organisations to develop employee capability rather than assuming that security awareness 
automatically produces secure behaviour. Cybersecurity training should therefore be continuous, relevant to 
employee responsibilities, and supported by management communication, clear expectations, and organisational 
practices that encourage responsible security behaviour. 
 
The development of a strong information security culture provides another important foundation for digital 
preparedness. Da Veiga and Eloff (2010) emphasise that information security culture influences the human 
behaviours required to protect organisational information assets. Organisational culture can establish shared 
expectations concerning how employees handle information, use technology, and respond to security 
responsibilities. This perspective is supported by research showing that information security culture and wider 
organisational culture influence employee compliance behaviour. In addition, Ait Maalem Lahcen et al. (2020) 
highlight behavioural dimensions of cybersecurity and demonstrate that effective cybersecurity requires greater 
understanding of human motivations and actions alongside technological protection. Digital preparedness should 
therefore involve organisational capability across technology, people, and processes. Hasan et al. (2021) provide 
empirical evidence that cybersecurity readiness is influenced by technological, organisational, and environmental 
factors and that improved security performance can contribute to organisational performance. This holistic 
perspective indicates that preparedness should incorporate employee competence, leadership support, security 
policies, technological infrastructure, environmental awareness, and appropriate organisational resources. 
Organisations that develop these elements together are likely to establish stronger readiness for recognising and 
responding to cyber threats than those concentrating mainly on technical security investment. 
 
2.3 Cyber Resilience and Business Continuity 
Cyber resilience extends cybersecurity beyond the prevention of attacks towards maintaining and restoring 
essential organisational capabilities when preventive measures are unsuccessful. This distinction is important 
because organisations cannot realistically eliminate every cyber threat, particularly as technologies, attack 
methods, and digital dependencies continue to develop. Sepúlveda Estay et al. (2020) define cyber resilience 
around the ability to respond promptly and coherently to cyber incidents so that their disruptive effects on 
operations can be minimised. Their systematic review of cyber resilience assessment frameworks demonstrates 
that resilience involves multiple approaches and application contexts rather than one universally applicable model. 
Annarelli et al. (2020) similarly examine the management of cyber resilient systems and identify managerial 
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actions, contextual conditions, and organisational learning as important components of cyber resilience. These 
findings align with the broader resilience perspective developed by Duchek (2020), who conceptualises 
organisational resilience through anticipation, coping, and adaptation. Cyber resilience can therefore be 
understood as a continuous capability that exists before, during, and after an incident. Organisations require 
preventive controls, but they also need detection mechanisms, response responsibilities, recovery resources, 
communication procedures, and learning processes that enable critical operations to continue or recover when 
cyber disruption occurs. 
 
The development of cyber resilience also requires organisations to examine vulnerabilities in relation to their 
capacity to adapt rather than evaluating cyber risk exclusively through the likelihood and impact of specific 
attacks. Scholz et al. (2020) extend traditional risk analysis by connecting digital threats with organisational 
vulnerability and adaptive capacity, demonstrating that resilience management requires consideration of how 
organisations can respond to changing digital conditions. Cyber resilience consequently involves both protection 
and adaptation. Yusof and Abd Wahab (2021) similarly conceptualise resilience in software intensive systems as 
the ability to deal with uncertainty and changing conditions throughout system life cycles. Such perspectives are 
important for business continuity because cyber incidents may disrupt essential processes even when security 
systems function as designed. Organisations therefore need to identify critical operations, determine acceptable 
levels of disruption, establish alternative operating arrangements, and ensure that recovery resources are available. 
Annarelli et al. (2020) further highlight employee learning and technological capability in the management of 
cyber resilient systems. These findings suggest that business continuity and cybersecurity should be coordinated 
rather than managed separately. Strong cyber resilience enables organisations to protect critical activities while 
maintaining sufficient adaptive capability to restore services, modify operating arrangements, and learn from 
incidents that reveal weaknesses in existing cybersecurity preparations. 
 
2.4 Cyber Risk Across Digital Ecosystems and Supply Chains 
Digital preparedness increasingly extends beyond organisational boundaries because firms rely on suppliers, cloud 
providers, logistics partners, customers, digital platforms, and interconnected technologies. These relationships 
improve information sharing and operational efficiency but also create pathways through which cyber 
vulnerabilities can spread across organisational networks. Pandey et al. (2020) identify multiple cybersecurity 
risks within globalised supply chains and classify these risks according to supply, operational, and demand related 
exposures. Their work demonstrates that information and communication technologies can simultaneously 
strengthen supply chain performance and create security vulnerabilities. Radanliev et al. (2020) similarly examine 
cyber risk within Industrial Internet of Things and Industry 4.0 supply chains, highlighting the complexity 
generated by interconnected devices, data, artificial intelligence, and expanding digital environments. Sobb et al. 
(2020) identify related cybersecurity challenges within Supply Chain 4.0, reinforcing the importance of examining 
cyber exposure beyond individual organisational systems. Digital preparedness should consequently include 
knowledge of external technological dependencies, third party access, data sharing arrangements, and potential 
vulnerabilities created through partner connections. Organisations need to understand where cyber risks can enter 
their wider business networks and how external disruption may influence their own operational continuity. 
 
Cyber supply chain risk management therefore requires coordination between organisations because 
vulnerabilities cannot always be managed effectively through internal security controls. Colicchia et al. (2021) 
demonstrate that cyber supply chain risk management requires alignment among different supply chain actors and 
should move beyond the technical functioning of individual organisations. Their research highlights the 
importance of integrating people, processes, technology, and relationships when strengthening cyber resilience 
across digital supply chains. Ghadge et al. (2021) further demonstrate that information, material, and financial 
flows can become entry points for cyber risks, showing how cyber threats can affect interconnected supply chain 
activities. Cyber supply chain risks are also increasingly associated with third party compromise, making supplier 
relationships an important dimension of digital preparedness. Research examining cybersecurity frameworks for 
critical infrastructure indicates that supply chain threats require stronger coverage within organisational security 
approaches (Melnyk et al., 2021). These studies demonstrate that organisations should evaluate cyber resilience 
at an ecosystem level. Strong digital preparedness requires visibility of critical partners, appropriate information 
sharing, assessment of third party vulnerabilities, coordinated response arrangements, and clear cybersecurity 
responsibilities across organisational boundaries. Such practices can reduce the possibility that weaknesses 
elsewhere in the digital network undermine otherwise effective internal cybersecurity capabilities. 
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3. ISSUES IN BUILDING CYBER RESILIENT ORGANISATIONS THROUGH 
STRATEGIC RISK MANAGEMENT AND DIGITAL PREPAREDNESS  
Building cyber resilient organisations remains challenging because cybersecurity risks extend beyond 
technological vulnerabilities and increasingly involve governance, employee behaviour, operational continuity, 
and interconnected digital relationships. Information security has developed into a strategic business issue that 
requires stronger management and board involvement rather than being managed only by technical specialists 
(Schinagl & Shahim, 2020). At the same time, organisations face difficulties in developing effective cyber 
resilience capabilities that support prevention, response, recovery, and adaptation following cyber incidents 
(Yusof et al., 2020). Four major issues therefore require particular attention in strengthening organisational cyber 
resilience. 
 
3.1 Weak Strategic Integration of Cyber Risk Management and Governance 
One significant issue is the weak integration of cybersecurity risk with organisational strategy and governance. 
Cybersecurity may still be viewed primarily as an information technology responsibility even though cyber 
incidents can affect financial performance, operations, reputation, regulatory compliance, customer relationships, 
and strategic objectives. Yusof and Salleh (2021) demonstrate that information security governance has shifted 
from a narrowly focused technical concern towards a strategic business issue with implications for senior 
management and boards. However, this development does not necessarily mean that cybersecurity has been 
effectively embedded within organisational decision making. Management may receive technical information 
concerning vulnerabilities without clearly understanding their potential business consequences. Goel et al. (2020) 
address this challenge through the PRISM framework, which emphasises prioritisation, resources, 
implementation, standardisation, and monitoring when evaluating an organisation's strategic cybersecurity 
orientation. The framework demonstrates that cybersecurity decisions require strategic consideration of 
organisational priorities and available resources rather than relying entirely on technical assessments. 
Consequently, weak integration can result in cybersecurity investments that are disconnected from critical 
business assets and organisational objectives. Strong cyber risk governance requires management to understand 
how cyber threats affect business priorities, allocate resources according to exposure, and establish clear 
accountability for cyber risk across organisational functions. 
 
The governance issue becomes more difficult because cyber risks develop rapidly and can affect several 
organisational activities simultaneously. Strategic risk management requires organisations to determine which 
digital assets are most critical, which vulnerabilities create the greatest business consequences, and which security 
investments should receive priority. Cybersecurity frameworks may provide technical guidance, but 
organisational leaders still need to translate security information into strategic decisions. Schinagl and Shahim 
(2020) highlight continuing tensions between rapidly changing business conditions and existing approaches to 
information security governance, reinforcing the importance of developing governance arrangements that support 
both protection and digital business opportunities. Annarelli et al. (2020) similarly demonstrate that cyber 
resilience depends on contextual and managerial factors and identify managerial actions as important components 
in implementing cyber resilient systems. This suggests that cyber resilience cannot be achieved through security 
technology alone. Organisations need management participation, appropriate accountability, communication 
between technical and business functions, and clear connections between cybersecurity priorities and 
organisational strategy. When these elements remain weak, cyber risk assessments may become compliance 
activities rather than meaningful inputs into organisational decision making. Improving cyber governance 
therefore remains an important challenge for organisations attempting to build resilience while continuing to 
pursue digital transformation and business performance. 
 
 
3.2 Inadequate Digital Preparedness and Human Cybersecurity Capability 
A second issue concerns inadequate digital preparedness, particularly the ability of organisations and employees 
to recognise, understand, and respond appropriately when cyber threats emerge. Digital preparedness extends 
beyond the installation of security technologies because organisational protection also depends on employee 
knowledge, cybersecurity awareness, managerial support, communication, and clearly established response 
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procedures. Sepúlveda Estay et al. (2020) demonstrate that cyber resilience involves multiple assessment 
approaches and organisational capabilities, highlighting the complexity of preparing organisations for cyber 
incidents. Annarelli et al. (2020) similarly emphasise the importance of managerial actions and organisational 
capabilities in developing cyber resilient systems. Human capability is particularly important because employees 
regularly interact with information systems and can influence the effectiveness of organisational security 
practices. Zwilling et al. (2020) demonstrate that cybersecurity awareness, knowledge, and behaviour are 
interconnected, indicating that knowledge alone may not always translate into appropriate cybersecurity practices. 
Zhou et al. (2020) similarly highlight the importance of individual awareness and behavioural factors in 
strengthening secure technology practices. In addition, Torten et al. (2018) emphasise that information security 
awareness should be supported through organisational efforts that encourage employees to understand and adopt 
appropriate security behaviours. Organisations may therefore remain vulnerable despite sophisticated security 
technologies when employees lack sufficient awareness, responsibilities are unclear, or cybersecurity information 
is poorly communicated. Digital preparedness consequently requires an organisation wide approach combining 
technological protection with capable employees, clear responsibilities, effective communication, and 
management involvement. 
 
Preparedness becomes more challenging because organisational cybersecurity capabilities must continuously 
develop as technologies, working arrangements, and cyber threats change. New applications, cloud services, 
connected devices, and digitally integrated business processes can create vulnerabilities when organisations 
introduce technologies more rapidly than they develop corresponding cybersecurity knowledge and practices. 
Sobb et al. (2020) demonstrate that Supply Chain 4.0 creates emerging operational and cybersecurity risks through 
increasing integration among manufacturing, telecommunications, and information technologies. Cyber 
preparedness should therefore develop alongside digital transformation rather than being introduced only after 
technologies have become embedded within organisational operations. Zhang et al. (2021) emphasise the 
importance of cybersecurity awareness training in strengthening employees' capacity to recognise security threats 
and respond appropriately, while Zhang and He (2019) highlight the need for effective organisational 
cybersecurity training that actively engages employees. Yusof et al. (2020) further demonstrate that cybersecurity 
knowledge and awareness influence security behaviour. Wiley et al. (2020) also demonstrate that employee 
cybersecurity behaviour is influenced by organisational and individual conditions, reinforcing the importance of 
developing human capability alongside technological security. These findings indicate that digital preparedness 
should be treated as a continuous organisational capability. Regular training, updated cybersecurity knowledge, 
management involvement, and clear response responsibilities can reduce confusion and strengthen the 
organisation's capacity to maintain critical activities when digital systems are threatened or disrupted. 
 
3.3 Difficulty in Maintaining Cyber Resilience and Business Continuity 
Another important issue involves maintaining business continuity when cyber incidents successfully disrupt 
organisational systems. Cybersecurity strategies traditionally place significant emphasis on preventing attacks, 
but complete prevention is increasingly difficult within complex digital environments. Organisations therefore 
need sufficient resilience to maintain critical activities, limit disruption, recover systems, and adapt after cyber 
incidents. Sepúlveda Estay et al. (2020) explain that cyber resilience concerns not only preventing attacks but also 
responding promptly and coherently when attacks occur so that operational disruption can be minimised. Yusof 
et al. (2020) similarly conceptualise cyber resilience through organisational adaptation and identify important 
managerial and contextual factors influencing cyber resilient systems. The challenge arises because cybersecurity 
and business continuity may be managed through separate organisational processes. Technical teams may 
concentrate on restoring information systems while operational managers focus on maintaining customer service, 
production, financial activities, or other critical functions. Without effective coordination, technology recovery 
priorities may not correspond with business priorities. Cyber resilience consequently requires organisations to 
understand which systems support critical processes and determine how essential activities can continue when 
those systems are temporarily unavailable. This connection between cybersecurity and operational continuity is 
necessary for limiting the wider consequences of cyber disruption. 
 
Cyber resilience also requires organisations to develop adaptation and learning rather than simply restore systems 
to their previous condition after an incident. Cyber events may expose weaknesses in security controls, decision 
processes, digital architecture, employee practices, or relationships with external service providers. These 
weaknesses should inform future preparedness and risk management. Bøe et al. (2020) describe cyber resilience 
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as involving multiple organisational actors, resources, competencies, technologies, and strategic choices, 
demonstrating that resilience is shaped by interactions across different levels of an organisation and its 
environment. This perspective indicates that recovery is only one component of cyber resilience. Organisations 
should also examine why disruption occurred, how effectively critical activities were maintained, and what 
organisational changes are required to reduce future vulnerability. Annarelli et al. (2020) likewise identify 
organisational learning among the important elements associated with managing cyber resilient systems. 
Organisations that concentrate only on technical restoration may therefore lose opportunities to strengthen future 
resilience. The central issue is to establish continuity arrangements that support immediate recovery while also 
producing organisational learning and adaptation. Effective cyber resilience should consequently combine 
preparedness, response, recovery, learning, and strategic improvement rather than treating cyber incidents as 
isolated technical events. 
 
3.4 Growing Cyber Vulnerability Across Digital Supply Chains 
The final issue concerns increasing cyber vulnerability across interconnected supply chains and digital business 
ecosystems. Organisations increasingly depend on suppliers, cloud providers, logistics partners, digital platforms, 
software vendors, and other external organisations to support their operations. These relationships create 
efficiency and flexibility but also extend cybersecurity exposure beyond the direct control of individual firms. 
Sobb et al. (2020) demonstrate that Supply Chain 4.0 combines manufacturing, telecommunications, and 
information technologies in ways that create unique and emerging operational and cyber risks. Masip-Bruin et al. 
(2021) similarly identify cybersecurity challenges in ICT supply chains characterised by distributed, dynamic, 
heterogeneous, and potentially insecure infrastructures. Their work emphasises the need for coordinated cyber 
resilience across interconnected supply chain environments. This creates an important strategic challenge because 
an organisation may implement strong internal security controls while remaining vulnerable through weaknesses 
in suppliers or digital service providers. Cybersecurity risk assessment should therefore consider external 
dependencies and understand how incidents affecting third parties could interrupt organisational activities. 
However, organisations may have limited visibility into the security practices and vulnerabilities of external 
partners, making cyber supply chain risk particularly difficult to assess and control. 
 
Increasing digital integration also creates challenges in determining how cybersecurity responsibilities should be 
shared across supply chain relationships. A cyber incident originating from one organisation can create 
consequences for multiple connected parties through disrupted information, systems, services, or operational 
flows. Masip-Bruin et al. (2021) emphasise that complex ICT supply chains require coordinated frameworks for 
cyber resilience because individual approaches may be insufficient within distributed digital infrastructures. Sobb 
et al. (2020) similarly identify the need for stronger cybersecurity approaches as Supply Chain 4.0 expands 
technological interdependence. Additional research on blockchain adoption for cyber supply chain risk 
management demonstrates that growing Industry 4.0 connectedness has intensified cyber risks and created 
demand for more secure mechanisms for managing supply chain relationships (Shojaei et al., 2021). Nevertheless, 
technological solutions alone cannot resolve weaknesses in governance, communication, or accountability among 
supply chain partners. Organisations need greater visibility of critical digital dependencies, appropriate assessment 
of third party security, and clearer arrangements for coordinating responses when external cyber incidents occur. 
The growing interdependence of digital supply chains consequently means that cyber resilience should be 
evaluated not only at organisational level but also across the broader network on which business continuity 
depends. 
 
4. DISCUSSION ON STRATEGIC RISK MANAGEMENT AND DIGITAL 
PREPAREDNESS FOR CYBER RESILIENCE 
Cyber resilience requires organisations to integrate cybersecurity with strategic risk management, organisational 
preparedness, business continuity, and external digital relationships. The issues identified indicate that 
technological controls alone cannot provide sufficient protection when cyber threats affect employees, strategic 
decisions, operations, and interconnected supply chains. Existing research supports a broader organisational 
approach in which cybersecurity governance, readiness, resilience, and coordinated risk management operate 
together to protect critical business activities (Schinagl & Shahim, 2020; Annarelli et al., 2020). 
 
 



 
The Asian Journal of Professional and Business Studies, Volume 6, Issue 1 (June) 2025, pp. 85-103 

 
 

   94 
 

4.1 Integrating Cyber Risk Management with Strategic Governance 
The weak strategic integration of cyber risk identified earlier demonstrates that cybersecurity should be positioned 
within organisational governance and strategic decision making rather than remaining primarily within 
information technology functions. Cyber threats can generate consequences for operations, financial resources, 
customers, reputation, and strategic objectives, requiring management to understand cybersecurity from a broader 
business perspective. Schinagl and Shahim (2020) demonstrate that information security has developed from a 
narrowly focused technical issue into a strategic business concern with direct implications for senior management 
and boards. This transition indicates that cyber risk decisions should involve managers who understand both 
technological vulnerabilities and their potential organisational consequences. AlGhamdi et al. (2020) similarly 
identify alignment between information security policies and organisational objectives as an important 
requirement of effective information security governance. Organisations should therefore integrate cybersecurity 
considerations into strategic planning, investment decisions, digital transformation initiatives, and resource 
allocation. Risk priorities should be established according to the importance of digital assets, potential operational 
disruption, stakeholder consequences, and organisational exposure rather than primarily according to technical 
severity. Such integration can improve management understanding of cyber risk and create stronger accountability 
for decisions concerning cybersecurity resources, responsibilities, and acceptable levels of organisational 
exposure. 
 
Cyber governance should also establish clear connections between strategic oversight and operational 
cybersecurity activities. Senior management cannot manage every technical vulnerability directly, but it should 
ensure that appropriate structures exist for communicating significant cyber exposures and determining when 
strategic intervention is required. Yusof and Abd Wahab (2020) identify top management support, strategic 
alignment, control, regulation, and continuous evaluation as important components of effective information 
security governance. This demonstrates that cybersecurity governance should not be limited to approving security 
policies because implementation, monitoring, and organisational accountability are equally important. Schinagl 
and Shahim (2020) further emphasise that digitalisation creates tension between protecting organisations and 
enabling them to pursue digital opportunities, requiring governance mechanisms capable of balancing security 
and business development. Strategic cyber risk management should consequently enable management to 
distinguish between risks that require additional protection and risks that can be accepted within established 
organisational tolerances. This approach avoids treating cybersecurity as an objective of eliminating every 
possible vulnerability, which may be economically or operationally unrealistic. Instead, cyber governance should 
guide decisions concerning which assets require the strongest protection, which vulnerabilities create strategic 
consequences, and how cybersecurity investments support wider organisational objectives. Effective governance 
can therefore transform cybersecurity from reactive technical protection into an integrated component of strategic 
risk management. 
 
4.2 Strengthening Digital Preparedness and Human Cybersecurity Capability 
The issue of inadequate digital preparedness demonstrates that organisations require cybersecurity readiness 
across technological, organisational, and human dimensions. Installing sophisticated security technologies cannot 
provide effective protection when organisational processes are unclear or employees lack the knowledge required 
to recognise and respond appropriately to cyber threats. Hasan et al. (2021) provide important empirical evidence 
by demonstrating that cybersecurity readiness is influenced by technological, organisational, and environmental 
factors. Their findings further show that cybersecurity readiness positively influences organisational security 
performance, which subsequently contributes to financial and nonfinancial performance. This indicates that 
preparedness should be developed as an organisational capability rather than measured simply through the number 
of security technologies implemented. Organisations need appropriate information technology infrastructure, 
management support, security policies, employee awareness, external knowledge, and processes for recognising 
emerging cyber risks. Yusof et al. (2020) similarly find that organisations demonstrating stronger cyber resilience 
invest in employee learning alongside technological capabilities. Consequently, digital preparedness should 
involve regular assessment of whether employees understand security responsibilities, whether managers possess 
sufficient information to coordinate responses, and whether organisational systems can detect and respond to 
cyber incidents. Combining technological readiness with organisational capability can create a stronger security 
environment and reduce dependence on preventive technology alone. 
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Human capability should receive particular attention because cybersecurity preparedness depends substantially 
on how employees interact with digital systems and organisational information. Employees can strengthen 
organisational protection when they understand cybersecurity responsibilities, but they can also create 
vulnerabilities when security requirements are misunderstood, ignored, or inconsistently applied. Annarelli et al. 
(2020) identify employee training and organisational learning as important managerial actions associated with 
cyber resilient systems, demonstrating that human capability should be incorporated directly into cybersecurity 
management. Digital preparedness should consequently move beyond occasional awareness programmes and 
become a continuous organisational learning process. Employees should understand the security requirements 
associated with their responsibilities, while managers should ensure that cybersecurity information is 
communicated clearly across organisational levels. Hasan et al. (2021) further demonstrate that organisational 
cybersecurity readiness depends on multiple internal and external conditions rather than isolated technical 
measures. Their findings support a holistic approach in which employee capability operates alongside 
infrastructure, organisational resources, management support, and environmental awareness. Cyber preparedness 
should therefore be regularly reviewed as technologies and working practices change. New digital systems can 
create new security exposures, requiring organisations to update employee knowledge and organisational 
procedures accordingly. Strengthening human cybersecurity capability can ultimately improve detection, 
response, communication, and the overall capacity to limit the consequences of cyber incidents. 
 
4.3 Advancing Cyber Resilience and Business Continuity 
The difficulty of maintaining business continuity during cyber incidents demonstrates why organisations should 
extend cybersecurity beyond prevention and develop stronger cyber resilience capabilities. Preventive controls 
remain essential, but organisations cannot assume that every cyberattack will be successfully prevented. 
Sepúlveda Estay et al. (2020) explain that cyber resilience includes the capacity to respond promptly and 
coherently when cyberattacks occur so that their disruptive effects on operations can be minimised. Their 
systematic review further demonstrates that cyber resilience has been addressed across numerous industries and 
research contexts, indicating that resilience represents a broader organisational concern rather than a narrowly 
technical concept. Yusof and Razali (2020) similarly identify contextual conditions and managerial actions as 
important elements in implementing cyber resilient systems. These perspectives suggest that cybersecurity should 
be directly connected with business continuity planning. Organisations need to determine which digital systems 
support critical business processes, how long those processes can tolerate interruption, and which alternative 
arrangements are available when important technologies become unavailable. Cyber response priorities should 
consequently be determined according to business criticality rather than technical considerations alone. Linking 
cybersecurity with business continuity can enable organisations to protect essential operations, coordinate 
recovery priorities, and reduce the wider organisational consequences of successful cyberattacks. 
 
Cyber resilience should also include organisational learning and adaptation after incidents because returning 
systems to their previous condition does not necessarily strengthen future preparedness. Cyber incidents can 
expose weaknesses in security technologies, communication, employee behaviour, managerial decisions, and 
business continuity arrangements. Organisations should therefore examine incidents systematically and determine 
which vulnerabilities or organisational weaknesses contributed to disruption. Annarelli et al. (2020) identify 
learning by employees and technologies as significant actions in managing cyber resilient systems, highlighting 
the importance of improving capabilities through experience. Sepúlveda Estay et al. (2020) similarly demonstrate 
that cyber resilience frameworks extend across preparation, response, and recovery considerations, reinforcing 
the need for organisations to assess resilience comprehensively. Business continuity plans should consequently 
be treated as dynamic organisational arrangements that can be improved when new vulnerabilities or dependencies 
become visible. Organisations should assess whether critical processes were adequately protected, whether 
response responsibilities were clear, whether communication was timely, and whether resources were sufficient 
to support recovery. Lessons identified through these reviews should subsequently influence cybersecurity 
investment, employee preparation, system design, and continuity arrangements. This learning orientation can 
transform cyber incidents from isolated disruptions into opportunities for strengthening future organisational 
resilience and reducing vulnerability to similar events. 
 
4.4 Managing Cyber Risk Across Digital Supply Chains 
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The growing cyber vulnerability of digital supply chains demonstrates that organisational resilience cannot be 
developed exclusively within individual organisational boundaries. Businesses increasingly rely on 
interconnected suppliers, logistics providers, cloud services, software systems, and digital platforms, creating 
dependencies through which cyber threats can affect multiple organisations. Sobb et al. (2020) demonstrate that 
Supply Chain 4.0 combines manufacturing, telecommunications, and information technologies while 
simultaneously generating distinctive operational and cyber risks. Their findings indicate that digital integration 
creates substantial efficiency opportunities but also expands the environment in which vulnerabilities may emerge. 
Ghadge et al. (2021) further demonstrate that cyber risks can propagate through supply chain information, 
material, and financial flows, illustrating how digital vulnerabilities can extend beyond conventional information 
systems. Organisations should therefore identify which external relationships and digital services are critical to 
operational continuity and assess how disruption affecting those parties could influence their own activities. 
Internal cybersecurity may be insufficient when critical suppliers or service providers maintain weaker security 
capabilities. Strategic cyber risk management consequently requires greater visibility of external dependencies, 
appropriate assessment of third party vulnerabilities, and mechanisms for communicating significant 
cybersecurity concerns across business relationships. Cyber resilience should therefore be understood partly as a 
network capability rather than solely as an internal organisational characteristic. 
 
Digital supply chain resilience also requires coordinated approaches because individual organisations may have 
limited ability to control cybersecurity across complex networks. Masip-Bruin et al. (2021) demonstrate that ICT 
supply chains consist of distributed, dynamic, heterogeneous, and potentially insecure infrastructures, creating a 
need for coordinated cyber resilience frameworks. Their research highlights that trustworthy supply chains require 
security arrangements capable of addressing vulnerabilities across interconnected technological environments. 
Ghadge et al. (2021) similarly show that cyber risks can enter and propagate through different supply chain flows, 
reinforcing the need to understand cybersecurity beyond direct organisational boundaries. Organisations should 
therefore establish cybersecurity expectations for important external partners, identify critical data and system 
connections, and determine how cyber incidents affecting third parties will be communicated and managed. Sobb 
et al. (2020) further demonstrate that increasingly integrated Supply Chain 4.0 environments create new 
cybersecurity challenges that require solutions capable of addressing technological interdependence. Effective 
cyber supply chain risk management should consequently combine technological controls with governance, 
communication, relationship management, and coordinated response capability. Organisations that understand 
their digital dependencies and maintain stronger collaboration with critical partners are better positioned to 
manage cyber incidents that originate outside their direct control and protect business continuity across 
interconnected digital ecosystems. 
 
5. SUGGESTIONS FOR STRENGTHENING CYBER RESILIENCE THROUGH 
STRATEGIC RISK MANAGEMENT AND DIGITAL PREPAREDNESS 
Organisations should strengthen cyber resilience through an integrated approach that combines strategic 
governance, digital preparedness, business continuity, and supply chain cybersecurity. Cybersecurity should be 
embedded within organisational decision making rather than treated only as a technical responsibility. The 
following suggestions address the four major areas identified in the discussion and provide practical directions for 
improving organisational preparedness and resilience against evolving cyber risks. 
 
5.1 Strengthening Strategic Cyber Risk Governance 
Organisations should strengthen cyber risk governance by integrating cybersecurity responsibilities directly into 
strategic management and organisational decision making. Cybersecurity should be considered when 
organisations evaluate digital investments, business expansion, operational priorities, information systems, and 
other strategic activities that increase dependence on digital resources. Schinagl and Shahim (2020) demonstrate 
that information security governance has developed from a narrowly focused technical issue into a strategic 
business concern with implications extending to senior management and boards. Organisations should therefore 
establish clear accountability for cyber risk at different management levels and ensure that significant 
cybersecurity exposures are communicated to decision makers in understandable business terms. Management 
should receive information concerning the potential operational, financial, reputational, and strategic 
consequences of important cyber risks rather than relying primarily on technical descriptions. Cyber risk 
assessment should also identify critical digital assets and determine which systems, information, and business 
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processes require the greatest level of protection. Goel et al. (2020) similarly emphasise prioritisation, resource 
allocation, implementation, standardisation, and monitoring as important components of strategic cybersecurity 
risk management. Organisations can consequently improve cyber governance by connecting security priorities 
with organisational objectives and ensuring that cybersecurity resources are directed towards vulnerabilities 
capable of producing the most significant business consequences. 
 
Cyber governance should also establish stronger coordination among senior management, risk professionals, 
information technology specialists, and operational managers. Cybersecurity decisions frequently involve trade 
offs between security, cost, operational efficiency, digital innovation, and business opportunities. These decisions 
should therefore incorporate different organisational perspectives rather than being determined entirely within 
technical functions. Schinagl and Shahim (2020) emphasise that digitalisation creates a governance challenge 
because organisations must protect themselves while remaining capable of benefiting from digital opportunities. 
Management should consequently establish regular cyber risk reviews that evaluate significant vulnerabilities, 
emerging threats, critical digital dependencies, and the effectiveness of existing controls. These reviews should 
be connected with broader organisational risk management so that cybersecurity exposures can be considered 
together with operational and strategic consequences. Organisations should also establish clear criteria for 
determining when cyber risks require escalation to senior management and when existing controls remain 
sufficient. Such governance arrangements can prevent cybersecurity from becoming an isolated compliance 
exercise and encourage management to treat cyber risk as part of normal strategic decision making. Stronger 
governance can ultimately improve accountability, resource prioritisation, communication, and organisational 
understanding of how cybersecurity contributes to business continuity and long term resilience. 
 
5.2 Developing Continuous Digital Preparedness and Human Capability 
Organisations should develop digital preparedness as a continuous capability involving technology, employees, 
management, and organisational processes. Cybersecurity readiness cannot be achieved through security 
technologies alone because employees and managers influence how effectively organisations identify and respond 
to digital threats. Hasan et al. (2021) demonstrate that cybersecurity readiness is shaped by technological, 
organisational, and environmental factors and that stronger readiness contributes to organisational security 
performance. Organisations should therefore regularly assess whether security technologies remain appropriate, 
employees understand their responsibilities, management provides sufficient support, and organisational 
procedures reflect changing digital conditions. Digital preparedness should develop alongside the introduction of 
new technologies rather than being considered only after systems have been implemented. This is particularly 
important because increased digitalisation can create additional vulnerabilities and dependencies. Organisations 
should identify cybersecurity requirements when adopting cloud services, connected technologies, digital 
platforms, and other new systems. Employee preparation should also be aligned with actual responsibilities 
because cybersecurity risks differ across organisational roles. Continuous security education, clear 
communication, practical awareness activities, and accessible reporting processes can strengthen employees' 
ability to recognise and communicate potential threats. Digital preparedness can consequently become an 
organisation wide capability rather than a responsibility concentrated primarily within information technology 
departments. 
 
Preparedness should also include regular evaluation of organisational readiness to respond when cybersecurity 
controls fail. Organisations should determine whether employees know how to communicate suspicious activities, 
whether managers understand their responsibilities during incidents, and whether appropriate resources are 
available for coordinated response. Sepúlveda Estay et al. (2020) emphasise that organisations dependent on 
information technology gain value not only from preventing cyberattacks but also from responding promptly and 
coherently when incidents occur. This indicates that preparedness should incorporate response capability 
alongside preventive security. Organisations should periodically review cybersecurity procedures, communication 
responsibilities, critical system dependencies, and recovery priorities so that weaknesses can be identified before 
serious disruption occurs. Digital preparedness should also evolve as organisational technologies and business 
practices change. Sobb et al. (2020) demonstrate that Supply Chain 4.0 introduces distinctive operational and 
cyber risks through greater integration of manufacturing, telecommunications, and information technologies. 
Organisations should therefore avoid treating cybersecurity readiness as a one time achievement. Continuous 
assessment, employee learning, management involvement, and technological review can enable organisations to 
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maintain preparedness as digital environments evolve and strengthen their capacity to respond effectively when 
cyber threats affect organisational activities. 
 
5.3 Integrating Cyber Resilience with Business Continuity 
Organisations should integrate cybersecurity response and recovery arrangements directly with business 
continuity management. Cyber incidents can affect more than information systems because prolonged digital 
disruption may interrupt customer service, financial activities, communication, production, logistics, and other 
critical operations. Organisations should therefore identify which digital systems support essential business 
activities and determine how operations can continue when those systems become unavailable or compromised. 
Sepúlveda Estay et al. (2020) explain that cyber resilience requires organisations to respond promptly and 
coherently to cyber incidents in order to minimise disruption to operations. This perspective demonstrates that 
cybersecurity priorities should be connected with business priorities. Organisations should identify critical 
processes, determine acceptable interruption periods, establish recovery priorities, and develop alternative 
operating arrangements where appropriate. Cyber response responsibilities should also be clearly coordinated 
between technical teams and operational managers because restoring a system does not necessarily mean that the 
most important business activity has been restored. Business continuity planning should therefore incorporate 
cybersecurity scenarios and evaluate whether existing arrangements provide sufficient support when critical 
digital resources are disrupted. Integrating cyber resilience with continuity management can improve 
organisational coordination and ensure that limited recovery resources are directed towards activities with the 
greatest strategic and operational importance. 
 
Cyber resilience should also incorporate systematic learning because recovery without improvement may leave 
organisations exposed to similar future incidents. Following significant cybersecurity disruptions, organisations 
should evaluate the effectiveness of their response, communication, decision making, recovery arrangements, and 
continuity processes. The objective should be to identify weaknesses and improve future preparedness rather than 
merely restore previous operating conditions. Cyber resilience assessment research demonstrates that resilience 
extends beyond prevention and incorporates organisational response and recovery capabilities (Sepúlveda Estay 
et al., 2020). Lessons identified after cyber incidents should consequently be incorporated into revised risk 
assessments, employee preparation, system protection, response responsibilities, and business continuity 
arrangements. Management should also determine whether disruption revealed previously unidentified 
dependencies between technology and critical operations. Such reviews can provide useful information for future 
cybersecurity investment and resource allocation. Organisations should additionally conduct periodic exercises 
that evaluate whether continuity arrangements remain appropriate as technologies and business processes change. 
Cyber resilience can therefore become a continuous organisational learning capability in which preparation, 
response, recovery, and improvement reinforce each other. Stronger integration between cybersecurity and 
business continuity can reduce operational disruption while improving the organisation's ability to adapt after 
significant cyber events. 
 
5.4 Strengthening Cyber Resilience Across Digital Supply Chains 
Organisations should extend cyber risk management beyond internal systems and strengthen cybersecurity 
arrangements across critical digital supply chain relationships. Digital supply chains increasingly involve 
interconnected suppliers, service providers, platforms, cloud systems, and communication technologies, meaning 
that vulnerabilities outside an organisation can influence its own business continuity. Sobb et al. (2020) 
demonstrate that Supply Chain 4.0 creates distinctive cybersecurity risks because manufacturing operations are 
increasingly integrated with telecommunications and information technologies. Organisations should therefore 
identify external partners whose systems, services, information, or technologies are critical to business operations 
and prioritise these relationships within cyber risk assessments. Digital preparedness should include understanding 
how external disruption could affect internal activities and determining whether alternative arrangements are 
available for particularly important services. Cybersecurity expectations should also be communicated clearly to 
critical partners so that responsibilities concerning information protection, incident communication, and digital 
access are understood. Organisations do not need identical security arrangements for every supplier because cyber 
risk exposure differs according to the importance of the relationship and the level of digital access involved. A 
risk based approach can enable management to concentrate assessment and monitoring resources on external 
relationships capable of creating significant organisational consequences. 
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Cyber supply chain resilience should also be strengthened through coordinated communication and shared 
preparedness among important business partners. Individual organisations may have limited ability to manage 
vulnerabilities across complex digital networks, making cooperation particularly important for critical 
dependencies. Masip Bruin et al. (2021) demonstrate that ICT supply chains involve distributed, dynamic, 
heterogeneous, and potentially insecure infrastructures and emphasise the need for coordinated frameworks 
capable of supporting cyber resilience across these environments. Organisations should consequently establish 
arrangements for communicating significant cyber incidents with critical partners and determine how responses 
will be coordinated when disruption affects interconnected operations. Such arrangements can include clear 
contact responsibilities, agreed communication procedures, assessment of critical digital connections, and periodic 
review of major third party dependencies. Cyber supply chain resilience should also be considered when 
organisations introduce new digital technologies because greater connectivity can create additional external 
vulnerabilities. Sobb et al. (2020) emphasise that increasing technological integration creates emerging 
cybersecurity challenges requiring stronger approaches to supply chain protection. Strengthening visibility, 
communication, partner assessment, and coordinated preparedness can therefore reduce external cyber 
vulnerability and improve the organisation's ability to maintain business continuity when cybersecurity incidents 
originate elsewhere within the digital ecosystem.  
 
6. CONCLUSION 
Cybersecurity has become an important strategic concern as organisations increasingly depend on digital 
technologies, interconnected information systems, cloud services, and external digital partners. This article 
establishes that building cyber resilient organisations requires more than the implementation of technical security 
controls. Effective cyber resilience depends on the integration of strategic risk management, digital preparedness, 
human capability, business continuity, and coordinated management of external cyber dependencies. Cyber risk 
can affect strategic objectives, operational activities, financial resources, organisational reputation, and 
stakeholder relationships, making cybersecurity an important responsibility for senior management and 
organisational governance. Strategic cyber risk management can strengthen this responsibility by enabling 
organisations to identify critical digital assets, understand the business consequences of cyber threats, prioritise 
vulnerabilities, and allocate cybersecurity resources according to organisational exposure and strategic 
importance. 
 
Digital preparedness is equally important because organisational cybersecurity depends on the interaction between 
technology, employees, management, and organisational processes. Sophisticated security technologies may 
provide limited protection when employees lack cybersecurity awareness, responsibilities are unclear, or 
organisations are unable to coordinate effective responses during cyber incidents. The analysis demonstrates that 
digital preparedness should therefore be developed continuously as technologies, working practices, and cyber 
threats evolve. Cyber resilience should also be closely connected with business continuity because complete 
prevention of cyber incidents cannot always be achieved. Organisations need the capability to maintain critical 
activities, limit disruption, recover essential systems, and adapt after cyber incidents occur. This requires stronger 
coordination between cybersecurity and operational functions, supported by organisational learning that enables 
weaknesses identified during incidents to improve future preparedness and resilience. 
 
The increasing interdependence of digital business environments further demonstrates that cyber resilience cannot 
be developed solely within organisational boundaries. Suppliers, logistics providers, cloud services, software 
systems, and other external partners can create vulnerabilities through which cyber risks spread across 
interconnected operations. Effective cyber resilience therefore requires organisations to understand critical 
external dependencies, assess third party vulnerabilities, establish appropriate cybersecurity expectations, and 
coordinate responses with important business partners. Organisations should consequently adopt an integrated 
approach that strengthens strategic cyber risk governance, develops continuous digital and human preparedness, 
connects cybersecurity with business continuity, and extends cyber risk management across digital supply chains. 
Through these interconnected capabilities, organisations can move from reactive cybersecurity towards a more 
resilient approach that supports preparedness, effective response, organisational adaptation, and the protection of 
long term business performance in an increasingly digital environment.  
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